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NOVATIONN

WIRELESS ACCESS CONTROL 8YSTEMS

System Components

The Novation Wireless Access Control System consists of 3-5 major components depending on design:
Security Center Software (nSecure)
Wireless Access Gateway (nHub)
Wireless Lockset (nLock)
Wireless Portal Controller (nPort-R1)

Wireless Input/Output Controller (nPort-1/0)
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Wireless Access Hub (Hub)

The n is the “brains” of the system. It communicates to a PC via RS-232 or Ethernet, and sends and receives data and
commands it gets from the software to the wireless devices.

A single Hub:
Communicates with up to 64 Novation wireless devices (nPort-R, nPort-1/0O, nLock)

Communicates within a typical radius of 300 feet (depends on building
architecture)

Stores a maximum of 10,000 cardholder records

Stores the last 20,000 transactions received (the oldest transactions are
overwritten when storage is full)

The nSecure software is comprised of two separate applications.

The NSS Security Center is used for hardware configuration and initial personnel enroliment. Information about
configuring the system is defined in this manual.

The NSS Hub Inspector application is used to manually control system hardware and to monitor the real-time
status of events. This application is described in the User's Manual document.
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Setting up the System
The software has been tested on Windows XP, Window s Vista and Windows 2003 Server Operating Systems.

There are several options to installing the software based on how your computer is configured, what software is currently
installed, and whether or not the security software was in use. Confirm the details prior to loading the disk to ensure the
program installs correctly for your situation.

1. Does the computer have Windows XP or Windows Vis  ta Operating System?

To determine the operating system, open “Control Panel” and double-click “System”. The opening screen will
identify the Operating System and Service Pack. For Windows XP, the system needs to be at a minimum of
Service Pack 2.

2. Does this computer require both the Administrati on and Monitoring applications or is a Client Only version
required?

The default installation would put both the Administration (Security Center) and Monitoring (Hub Inspector)
applications on the computer. If you are setting up client/server architecture, use Appendix D for installation
instructions.

3. Does the computer have Novation Wireless Securit  y Software from a previous version installed?

To determine if the system has NSS Software, go into Programs and look for NSS. Under that directory would be
Hub Inspector and/or Security Center. If this computer has never had the software installed, use Appendix A or B
depending on the answer to question #4.

4. Does the computer have Microsoft SQL Server inst  alled?

To determine if the system has SQL, go into Programs and look for Microsoft SQL 20xx. If it does not have SQL
use Appendix A for installation instructions. If it does have SQL , use Appendix B for installation instructions. If
you are not sure, consult the company IT Manager, or call Novation for assistance.
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Configuring the System

Log On is used to launch the application. The Log On dialog box allows you to log on and start working on the system.
The default login name is “Master”, and default password is “Operator .

i, Sign-Off allows the user to lock the software without exiting the application.
-
C;-E Personnel allows the people and their respective credentials to be added to the system.

Access Groups allow the management of who can go into which doors by the time of day and week.
Holidays are used to manage what happens when a work day falls on a holiday.

_i 2 Schedules are used to define the way the hardware works by time of day, and whether or not credentials can be given
— access during off peak hours.

Fl Operators allow the definition of Operators and the screens they are permitted to view and/or edit. Each operator should

ﬁ have their own login identification and password.

Email Groups are used to pre-define which Operators will get an email based on system activity. For example, when a
specific door is opened in the morning, email the supervisor.

=
@=, Card Configuration allows the definition of facility codes and if PIN codes is required on a specific lock.

The Doors section allows you to manage the door configuration, such as the amount of time the door remains open when a
credential is used, as well as auto-unlock times.

'@ Inputs/Outputs control the management of alarm points and output devices.
| H Hubs is used to define which computer communications ports are used.
Show Activity section displays the logged history of operator activity as well as events.

Cﬁ- Reports allow you to run, store and print various personnel, security, activity, system and status reports.
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Signing On

If you checked “add shortcut to the desktop” during the installation process, you can now double-click the Security Center
icon to launch the configuration program. The Log-On splash screen prompts for User Name and Password.

The default User Name of “Master” and Password of “Operator” will enable you to log on. This gives you access to all

screens. When you have finished the basic setup, it is important to change the User Name and Password so the default
values no longer work. Remember to keep track of your new password informa  tion.

Defaults

Master
Operator
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Getting Started

There are basic steps in configuring the hardware:

1. Hub

2. Time Schedules
3. Card Configuration
4. Doors

5. Access Groups
6. Inputs

7. Outputs

8. Personnel

9. Holidays

10. Operators

1. Setting up the Hub

a)
b)
c)
d)
e)

f)

g)

Click the Hub icon.

Click on Insert.

Enter the Location of the Hub. This can be any description.

Enter the 6-digit hex serial number. This number can be found on the invoice or the PC board.
Check the Enable Hub box.

Enter the COM port.

a. If you are not sure of the physical port, go to Control Panel, System, Hardware, Device Manager, and locate
Ports. Whichever USB driver you are using will be listed on the Ports. If supplied by Novation, the driver is
Prolific.

b. If using an Ethernet Hub, enter the Com port redirected during the Ethernet Setup.

c. If using Ethernet, enter the IP Address of the configured during the Ethernet Setup. The default IP address is
192.168.1.50 with a Port of 10001.

Click Save to store the changes.
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2. Setting up Time Schedules

The system is provided with two time schedules that cannot be altered. They are “Always” and “Never”. Always means the
schedule is 24 hours a day, 7 days a week, including holidays.

a)
b)

c)

d)

Select the Time Schedules Icon.

Click “Insert” and enter the Name of the schedule. For example, the schedule might be called “Normal Week Day”, or
“Cleaning Crew Hours".

Enter the Start Time for when the schedule will begin and the End Time of when it will end. Multiple time intervals can
be entered.

Select the days of the week this schedule will be active. If this schedule is to continue during holidays, select the boxes
for Holiday Type 1 and Type 2.

Select SAVE to store the information.

To edit a schedule:

1. Inthe Schedules list, highlight the schedule you want to change.
2. Type or select the desired changes.

3. Select Save to store changes.
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3. Configuring Cards

The system is defaulted for 26 bit Wiegand compatible cards. The only item you need to determine is if PIN KEYPAD is used
with an nLock, and what the card facility code is of the system. The system supports one facility code only.

Defaults for 26 Bit Cards. Do Not Change.

This information can be found on the written material
that comes with the cards. The range is 1-255.

These facility codes are ONLY used when the
lock/portal cannot communicate with the HUB
AND the card is not in the system.

Check the box to enable PIN code on the door. In the
event X number of incorrect or invalid attempts, the
reader will stop allowing access for three (3) minutes.
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4. Doors

“Doors” is the name for all the hardware connected to control something by using an access credential. This could be any device
with electronic control, such as a vehicle or pedestrian gate, lobby door, or turning on the air conditioner.

The system is provided with default settings to simplify the start-up process. The only things you MUST add are the Name,
Serial Number, and Schedule.

a)
b)

c)

d)

e)

g)

Select the Doors icon.

Click “Insert” and enter the Name or short Description of the door. For example, the door might be called “Lobby” or
“Engineering”.

Enter the 6-digit serial number of the device. The serial number is located on the device or the paperwork included with
the device order. If this number is not entered correctly, the device will not communicate with the .

Relock Door . If using a door status contact for door position, the system can be configured to cancel any remaining
Door Unlock Time when the door is opened so that when it closes the door is always locked. For example, if you had
the unlock time for 30 seconds and the door was opened and closed in 10 seconds, the door would be locked, rather
than remain open for another 20 seconds. The default is After Unlock Time.

Unlock Door On Exit Request. The standard operation is to have a motion sensor automatically unlock a magnetic
lock or door strike. This method saves the user from having to manually turn a handle or press a crash bar. The
default is Yes.

Unlock Time. This is the amount of time the relay will remain energized to open the door. The range is 1-255 seconds.
The default is 4 seconds

Ajar Time . This is the amount of time the door can remain open without an alarm being sent to the software. This field
is only used when a door status contact is used to monitor the position of the door. The range is 1-255 seconds. The
default is 30 seconds .
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h) Extended Unlock Time . This is the amount of time given to specific persons who might need more time to open the
door. Examples include cleaning personnel or someone with physical limitations. The people who will use this field are
enabled in the Personnel section. The default is 10 seconds.

i)  Fallback Mode . Fallback allows cards to work based on a facility code only when the device cannot communicate with
the , and the card is not in the database. The default is No.

i) Reader Mode . Allows you to set the reader for a particular schedule. You can choose which mode you want to use
during the selected schedule, and which mode you want to use outside the schedule. There are six different reader
modes:

Card Only

Card + PIN

Door Unlocked — no card or PIN needed

Facility code only — put card number in card transaction
Facility code only — do not report card transaction

Reader Disabled — No Cards will be acknowledged

k) Reader Mode Schedule . Select the time schedule for when the reader will operate. For example, if only one person
can use a card reader to enter the door use the default “Always” so the reader is always active. Keep in mind that a
person can be restricted from that reader by time of day/access groups, even though the door is available to be used
always.

)  During Reader Mode Schedule , select the desired reader mode to use during the selected Schedule times
(previously defined). This is the mode that is active when the time schedule is active. The default is Card Only.

m) Outside Reader Mode Schedule , select the desired reader mode to use outside of the selected schedule times. For
example, if the During Reader Mode is Monday — Friday from 8AM to 5:00 PM and is card only, outside of this time
schedule might be Card + Pin Code. The default is Card Only.
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5. Access Groups

An Access Group defines which cardholders can gain access to which doors at specific times of day. Access Groups may be
defined based on such as areas such as departments, employees, visitors, delivery, etc.

a) Enter in a Group Name that represents the group of people that will use these guidelines. Examples
include a department name, floor of a building, tenant name, classification, etc. This is the “where”
people can go.

b) Click on the schedule for each particular door. This is the “when” people can get access.

c) Click Save Changes .
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6. Input Points

An Input is a physical connection made by an external device to the Input/Output Controller. The Input can be used to monitor
the condition of just about anything. Examples include exit doors, water flow devices, carbon monoxide detectors, and even a
motion detector in a room. Since the card reader and exit request functionality is not needed, we can use the Input/Output
Controller.

Each Input/Output Controller supports four (4) Inputs and four (4) Outputs.

Enter the location for the Controller.

Enter the 6-digit serial number found on the device or in the
written material included.

a) Click the Inputs tab.

b) Enter the Name for each input device. Example: Emergency Exit— Level 1

c) Click the Enable check box.

d) Select whether the Alarm State for this device is Open or Closed (the normal state is Open).

e) Select the Reporting Schedule for when the point is active and changes need to be reported. Changes outside this
schedule will be ignored.

f)  Repeat Steps 2-5 for each of the Input device.
g) Click Save
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7. Output Points

Output devices can be controlled automatically through the software. A device might include an air conditioner, exit door,
parking gate, or an elevator cab.

a) Select the Outputs tab.
b) Enter the name of the Output device.
c) Select the Schedule for when the Output device will function.
d) Select the type of control for the Output device.
a. If the Output device is pulsed, enter the number of seconds for the output to be activated.
e) Click the Enable check box.
f) Repeat Steps 2-4 for each device.
g) Click Save.
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8. Personnel

The Personnel screen is where anyone who will have access to the building via a card credential is entered.

- Click to add a photo from a file into the
personnel record

Enter the physical card number. The
number is typically on the card. If
using the nLock with PIN Pad, enter
the pin code assigned to this user.

Click to delete the card number and

«— replace with a new number.

The Access Group is the combination
«— of doors and times allowed for groups

or individuals.

Making the card active is what sends

/the data down to the hardware. Select
yes to enable a card.
<\ The system automatically puts the
Personnel records expiration date 3

years from enrollment. You can edit

this field if a different date is required.

Select yes in this field if this person
requires more time to get through a
door. The actual time was defined

under the Doors configuration step.
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9. Holidays

The system has the ability for two types of Holidays, such as half day or full day. When a “holiday date” is reached, the system
will perform functions slightly different. As an example, don’t open the front lobby on a holiday because the building will be
empty. The system supports 16 type 1 and 16 type 2 Holidays.

Depending on how your facility operates will vary as to which types of holidays are needed. For example, Holiday List 1 might

include Christmas since it is typically a full day off for employees. Christmas Eve might be listed on Holiday Type 2 since
employees typically work a half day.

This column is associated This column is associated with
/ with Type 1 in Time Schedule Type 2 in Time Schedule

a) Click inside the text box and enter a Holiday Date.
b) Enter Holiday Name as a reference.

c) Select Save Changes .

To delete a holiday:

a) Select the “x” in the line items icon bar.

b) Select Save Changes.
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10. Operators

An Operator is someone who is authorized to work with the Novation nSecure software. The system is password protected and
each operator needs to be defined. The default login is :

User Name: Master
Password: Operator

This is the name and
password that will be entered
in the sign-on page.
Remember the password!!!

<4——_ The email address is used for
sending alarm and alert
notifications from the system
to the operator.

Select “Yes” if the operator is
permitted access. Select “No” if they
are being removed from the system
or on vacation.

Page 18



11. Reports

The Reports menu item allows you to print and/or file information about the system. Selecting the specific report is
as simple as clicking on the radio button and pressing “Show Report”. The following reports are available:
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12. Email Notification

This feature allows specific events of the system to be emailed to operators of the system at an email address of their choice.
The Operator was defined in section 10.0.

Turn On Email and
restart Security Center

- Sa
' J
\s_ __—/
P -~ N P -~ N
] 1 ] 1
Create Operator Groups P \ L \ R
. - N — - N — -
that will get email ’ v
1
!
\
So R4
PN
4 \
\ ]
Se_ - 7
Enter data and select Save
when finished e __
\’\ _ ,\
\’\ ,/\
- -
4 \
[ ]
N b4
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Email Notification (Cont'd)
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Configuring the email server.
Enter data as required.

Contact your IT administrator
for assistance if you are not
familiar with this information,

You can test the link by
entering any email address in
the “test letter send to” area
and press the “SEND” button.

A test message similar to this
one will be sent to the inbox of
that email address.
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Email Notification (Cont'd)

The final step is to configure which messages you want to send to which operator groups

I,’ \\\
1 1
I// \\\
\\ ,l
SELECT THE CONFIGURE PRESS INSERT
MESSAGE WHERE TO TO SAVE
SEND

Page 22



Appendix A:  Installing Software to a Computer Without SQL Server

Place the nSecure software CD into the disk drive. The software will automatically begin the installation process. If it does
not launch, open the Windows Explorer application and manually run the installation by double-clicking FullSetup.exe.

Make sure all boxes
are checked.

Select Next and follow

prompts through the
installation.

Once the installation is complete, open up NSS Security Center. Return to page 4 for proper programming instructions.
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Appendix B: Installing Software to a Computer with MS SQL Server

CAUTION

FOLLOW THESE STEPS CAREFULLY. DEVIATIONS CAN
STOP THE SYSTEM FROM LOADING PROPERLY.

Place the nSecure software CD into the disk drive. The software will automatically begin the installation process. If it does
not launch, open the Windows Explorer application and manually run the installation by double-clicking FullSetup.exe.

1. When the prompt for “Setup SQL Server” — select “No”

2. Complete the installation using defaults e
3.  Run Microsoft SQL Server Management Studio Express (if it does not exist, install from CD)

4. Click Connect to attach to server




4. The following screen should be displayed. Your computer name would be in the first line.

— —

5. Select “Databases” and press right mouse button and select “Attach...”

This prepares your SQL to accept another SQL database (NSS).
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6. Select“Add” ...”

7. Select the DB file (default location) C:\Program Files\NSS\Data\NSS_Base.mdf) and press button “OK”
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8. Press “Ok”

VERY IMPORTANT- AREA WHERE MOST PROBLEMS OCCUR

9. Run C:\Program Files\NSS\NSS.ServeriInfo.exe or locate in Explorer and double-click file.
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10. Select your SQL SERVER from the list or type its name

Click this icon to display

4 ' available servers.

Note: If you change the default,
the other fields will go blank.

11. Enter the Base Name ( Defaultis “NSS_Base”)

12. Select Test Connection. If test is successful, system should be ready to operate. Select Ok until back to main SQL
Page, and exit. Keep the database connected. If the test is not successful, continue with the next step.

13. You will need to create a database user with administrator access rights to NSS_Base. This involves editing a login file.
In the SQL Database tree, select “Security”.
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14. Select “Logins”

15. Enter the password for server authentication. You can use “password” to test it and always go back and change later.
Select OK when you have entered the information.
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16. Add the “Login” information that was just entered for Security and press “Test connection” button. You should see “Test

connection successfull” message

Comes from step 16.

If incorrect, you will receive
an error “Invalid User Name
for SA”

17. If “Test Connection” was successful, the “Save tbntwill be enabled. Press the button and

confirm all questions. The system is ready.




Appendix C: Upgrading _ a previous version of Novation Software

Place the nSecure software CD into the disk drive. The software will automatically begin the installation process. If it does
not launch, open the Windows Explorer application and manually run the installation by double-clicking Setup.exe.

When the options as shown below are displayed, check only "NSS SecurityCenter", and/or NSS Inspector as required.
Continue pressing “Next >" until software is installed.

Turn off checkbox "DB
and Microsoft SQL Server
2005 Express edition N
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Appendix D: Client Only Installation

A computer can be installed that only does one of the applications; a) monitors activity of the system (NSS Hub Inspector),
or b) allows configuration changes (NSS Security Center).

NOTE: If installing only Hub Inspector, then Securi  ty Center must be installed first on
the network computer so this computer can be direct edtoit.

The client computer should have access to the SQL Server (test this by connecting Microsoft SQL Server Management
Studio from this computer to your SQL Server).

Place the nSecure software CD into the disk drive. The software will automatically begin the installation process. If it does
not launch, open the Windows Explorer application and manually run the installation by double-clicking FullSetup.exe.

When the options as shown below are displayed, check only "NSS Security Center", or “NSS Hub Inspector” as required.

Turn off checkbox "DB
and Microsoft SQL Server
2005 Express edition and
enable the application you —§

want for this client Continue pressing “Next >

until software is installed.

The next step is to define where this computer will connect to the database. There are three ways to update the Login File

Edit the file by hand using data retrieved from the first computer
Copy or email the file from one computer to a location where you can extract it

Connect to that computer through the network and copy/paste to replace this file.

File to Replace or Edit (default location): C:\Program Files\NSS\Config\Logins.ini
Editing by Hand: [Servers]

Count=2

Current=1

0=MMM\SQLEXPRESS;MMM\SQLEXPRESS
1=YYY\SQLEXPRESS;YYY\SQLEXPRESS

MMM = Current Computer Name
YYY = New Computer Name where Database resides
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