NOVAT IO

EEEEEEEEEEEEEEEEEEEEEEEEEEE

NnLOCK
Installation Instructions

Revision A



NOVATIONN

WIRELESS ACCESS CONTROL 8YSTEMS

Installation Instructions

Novation Wireless Access Control Systems
5743 Corsa Ave.

Westlake Village, Ca 91362

main: 805-494-3070

technical support: 805-494-3049

fax: 805-494-317(

2 Installation Instructions



e —

e

~
NOVATION

WIRELESS ACCESS CONTROL 8YSTEMS

Installation Instructions

Installation Instructions 3



uuuuuuuuuuuuuuuuuuuuuuuuuuu

Installation Instructions

Table of Contents

Table of Contents 4

Installation Instructions
Introduction 5

Novation Wireless Access Control System Components
Installing the Novation Wireless Access Control t8ys

Technical Specifications

........................................................................................ 13
I 2= 0 = o LSRR 13
DeVvIiCe MaNAgEIMENT ......coei ettt ettt s s e e e e e e e e e e e e eeeeeesesbnnnnneeeeernnnns 13
Wireless FrequeNnCy RANQE .........oiiiii it s e e e e e e e e e e e e e eeeaaeeessnnnnnnssnnnes 13
Operating VOIAgE .......ccooiiiiiieiieii i ermmmm et eeeee e e e e e 13
Wireless Operating RANGE ......uuiiiii e s 14
=00 01T = L L PP RPPPTRPPIN 14
L 110 o 1 2P 14
(7] 411 {or=1 o] 0 1S PP PPPPPUTPPPRRRN 14
D1 4011 01 o] o TP PTOPPPRPP 14

4 Installation Instructions



uuuuuuuuuuuuuuuuuuuuuuuuuuu

Installation Instructions

Installation Instructions

Introduction

Novation Wireless Security Systems, LLC (“NovatMfireless”) has revolutionized on-
line electronic access control systems. The NomafitirelessSecurity Center software
is easy to use, and the system hardware is simphstall reducing installation time and
costs dramatically.

Novation Wireless Access Control Systems was odeatth the needs of business
owners in mind. Novation Wireless Access Contr@téms offers:
Simplicity — existing staff can easily operate the secuntyto| system
Installation Ease— (unlike traditional products) door installatimyuires:
No wiring
No AC power at entry Hubs
No electric door strike
No drilling
No prolonged interruption of business at the ihsti@n site
Self-reliance— reduces dependence on outside security staff

Flexibility — allows seamless expansion, and integration pvithexisting
wired systems
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Novation Wireless Access Control System Components
The Novation Access Control System consists oftc@#ponents depending on design:

Wireless Access Hub (HUB)

Wireless Cylindrical Lockset (NLOCK)
Wireless Portal Controller (nPORT-R)
Wireless Input/Output Module (hnPORT-I/O)

; Wireless
Cylmclncal Lockset
(WCL)

Wireless
Cylindrical Lockset i }J
(WCL)
300 feet
ragius \l&h\
Wireless Access v§ 7
Point (WAP) Wireless
Cylindrical Lockset

(WCL)

R5-232

Personal Computer
with Windows XP

Wireless Portal
Controller (WPC)

1 Wireless Input/
Output Module

Requeststo=Cxit
Device /
(]

-

Door Monitor
Contacts
(% 3 Card .
Door Lacking Reader l . A
Hardware
Glass Break
Detector Mation

Datector

Lights
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Wireless Access Hub (HUB)

The Novation Wireless Access Hub (HUB) is the “b&diof the system. The wireless
access Hub uses an RS-232 serial port to commenigtt the designated computer.
The wireless access Hub also sends and receive@sddtcommands that it gets from
the Security Center software to the wireless lotks®ome facilities, depending on
size, may require more than one wireless access Hub

A single HUB can:
© Communicate with up to 64 wireless locksets

Communicate with locksets within a
radius of 300 feet, and a typical radius of 250
feet

Store a maximum of 10,000 cardholder
records which are distributed to the
designated locksets

Store the last 20,000 transactions received
from a lockset (the oldest transactions are
overwritten when storage is full)

Wireless Cylindrical Lockset (NLOCK)

A Novation Wireless Cylindrical Lockset unlocks dndks each door. The NLOCK
is self-contained and battery operated (i.e., stahdlkaline AA batteries).

Installation Instructions 7



uuuuuuuuuuuuuuuuuuuuuuuuuuu

Installation Instructions

The NLOCK is mounted to the door using the existouk cutout for a standard
cylindrical lock shown below.

Each NLOCK contains a:

Lock release mechanism- that locks the door on the unsecured side, and
unlocks the door on the secure side.

Door monitor with unlock electronics— that knows when the door is locked
or unlocked and whether the door is open or closed.

Tamper switches— one detects when the lockset is removed fronatioe,
and the other detects when the battery compartm@pened.

Card reader — that uses a proximity reader to determine ifdtue holder has
access to that particular door.

An optionalPIN Keypad can be used to provide additional system security.
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The following describes how to install the NovatMMireless Access Control System.

The Novation Wireless Access Control System letsamcess your security network,
using a wireless connection, from virtually anywhwiithin its operating range. Keep
in mind, however, that the number, thickness awdtion of walls, ceilings, or other
objects that the wireless signals must pass thraugly limit the range. Typical
ranges vary depending on the types of materialdbankiground RF (radio frequency)
noise in your home or business. The key to maximgiziireless range is to follow
these basic guidelines:

1. Keep the number of walls and ceilings between tbeaon wireless devices to a
minimum - each wall or ceiling can reduce your N@mrawireless devices range
from 3-90 feet (1-30 meters.) Position your devieeshat the number of walls or
ceilings is minimized.

2. Be aware of the direct line between network devidesall that is 1.5 feet
(.5 meters) thick, at a 45-degree angle appedrs &dmost 3 feet (1 meter) thick.
At a 2-degree angle it looks over 42 feet (14 nsgtidnick! Position devices so that
the signal will travel straight through a wall @iling (instead of at an angle) for
better reception.

3. Building materials can impede the wireless signalselid metal door or aluminum
studs may have a negative effect on range. Trpsdipn wireless devices and
computers with wireless adapters so that the spggedes through drywall or open
doorways and not other materials.

4. Keep your product at least 3-6 feet (1-2 metergyafnom electrical devices or
appliances that generate RF noise.
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Mounting the Wireless Access Hub (HUB)

Mount the Wireless Access Hub (HUB) within 25 feéthe system computer. The
HUB is connected to any RS-232 serial communicatort on the system
computer. These ports are commonly defined as CO®OM 2, etc., and are 9-pin
male receptacles.

NOTE: A computer without a serial port
can use a USB Serial Converter
similar to the picture shown.

To mount the HUB:

1. Connect one end of an RS-232 cable to an unused @i\dn the back of the
system computer, and the other end to a similaaleneceptacle on the HUB.

2. Plug the HUB’s AC adapter into a 120 volt recemahd the round power plug
at the end of the AC adapter cable into the poeegptacle on the HUB.

On the HUB circuit board, one POWER green LED amal ted LEDs should
be illuminated continuously. In addition, anothezen LED should flash ON
and OFF every two seconds.

3. If the antenna is not already attached, screwattime receptacle at the top of the
circuit board, and close the enclosure door.

The HUB is now ready to receive data from the caepand communicate with any
Novation wireless device within its range. No raadipustments are available or required.
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Installing the Wireless Cylindrical Lockset (NLOCK)
The Wireless Cylindrical Lockset (NLOCK) is battgrgwered.
To install the NLOCK:

1. Unscrew the security screw on the removable aquass| at the bottom of
the NLOCK to expose the battery compartment.

Carefully pull out the compartment from the insafehe lockset housing.
Insert four AA size alkaline batteries in the compeent.
Reinsert the battery compartment into the locksesing.

S A

Replace the removable access panel and tightestthe.

The NLOCK is now ready to communicate with the HWhin its range. No radio
adjustments are available or required.

To mount the NLOCK to a door:

NOTE: The NLOCK can only be installed on commercialdoors with door
thickness of 134" to 2Y4”.

1. Remove the current lockset from the door, includhmglatch.
2. Use the Installation Template instructions showloweo prepare the door.

NOTE: The Installation Template is not to scale.
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3. Install the latch into the edge of the door. Do plate the screws in yet.

4. Place the NLOCK on the unsecured side of the datbr tve latch retractor
facing towards the edge of the door. The wires ftbenunsecured side of the
lock need to pass through the 2 inch hole, to the NLOCK unit on the
secured side of the door. Push the lock partialigugh the 2 ” hole, so that
the retractor engages the latch tail.

5. Align the outside rose so that the rose posts ¢mte+the bolt holes in the door.
6. From the inside of the door, check to see if lasgbroperly engaged.

7. Push the lock completely through the 2hole, making sure that the latch is
properly engaged with the lock chassis.

8. Push the inside rose to the door surface, aligtiieghru-bolt holes with the
outside rose.

9. Fasten with 2 thru-bolts.
10.Press the rose cover over the inside rose.

11.Install the inside lever on the lock tube. Wigghel goush slightly until the
lever engages the lever catch and the connectagpro

13.Test the lever to ensure that it is on securely.
14.0n the side of the door, place and tighten thevesiato the latch.
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Technical Specifications

Standards
IEEE 802.11 — (900 MHz Spread Spectrum)

Device Management

Windows-based — Windows XP Pro or later

Security

Frequency hopping, spread spectrum radio commuaoicsat
Wireless communications are AES encrypted

Wireless Frequency Range
902.2 MHz min to 927.8 MHz max

Operating Voltage

HUB /
5.5 volts DC

NLOCK
6 volts DC (4 alkaline batteries)

Installation Instructions

13



Installation Instructions

Wireless Operating Range

Full Power with 2dBi gain diversity dipole antenna
Indoors: 200 feet (60m) - typical
Outdoors: 1500 feet (460m) - unobstructed

Temperature
-20° Fto 120 F (-3¢ C to 50 C)

Humidity

10% ~ 90% (non-condensing)

Certifications
FCC Part 15

Dimension

HUB / WPC / WIM

Without antenna: Width = 9.375 inches (240mm)
Height = 6.375 inches (162mm)
Depth = 2.625 inches (67mm)

With antenna: Width = 9.375 inches (240mm)
Height = 14.375 inches (365mm)
Depth = 2.625 inches (67mm)

NLOCK

Without door handles: Width = 4.500 inches (114mm)
Height = 12.000 inches (305mm)
Projection = 3.250 inches (825mm)
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